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» 3|AlY : Guidance Software

cBuldanae

» ME.19974

= 2 A} f|K| : Pasadena, Califonica

« Zo AbY U8
=  Enterprise Software Business :

EnCase® Cybersecurity, EnCase® eDiscovery,. EnCase® Analytics

* Professional Services., Customer Service and Technical Support. Training 2|

EnCase Forensic. EnCase Portable., Tableau Kits
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» Department of Defense Information Assurance Certification and
Accreditation Process Certified (DIACAP)
EnCase= HOt @TFAMYSE SFAI7|1 LR HEYI Yo 252 A5 E322N
(o]

O] 24 (DoD)Z 2 E| DIACAP Q158 &S,

—_

» Federal Information Processing Standard (FIPS) 140-2

SFY UBE70 I3 R UF) 7152 BEY Y A02F AU

»  Common Criteria Evaluation Assurance Level (EAL) 2
CC(Common Criteria) 29 W7} k& = EAL 2 =04
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- EnCase® Enterprise, EnCase® Cybersecurity, EnCase® eDiscovery, EnCase® Analytics

- EnCase Forensic, EnCase Portable, EnCase Tableau Kit
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. JEZI|(Entropy)S S8 478, ¥X £ 24E HAUHL U S0 lo|e Y
- 2= o[BS HAAZI SLH Do) e QA H[@ HA7|SS HIet
- Entropy Near Match 7|52 £5/0] 90|50z 150 R20| 7h53t jzte] Holm g,
JYER W, X|H KAk SO Cgh ZA, BX| 9 AXI7} ZHs L o

Files = @

» Jobinformation * Entropy Near-Match Analyzer » Files
¢ Back ! i= History 3 Add Selected ToReport [{= Constraint X Remove Constraint

C Terget Lkencssv Exact Set  Entropy = Sge Target Target Target ‘ Target

File Name HashMatch  FileName  Deka Delta Fie Created File Writen Fie Hash Name

11 Sehup.exe 100 . Sebup.exe 0 OBytes 01/10/07 10:15:168M  01/10j07 10:15:164M 4066d9e311abf46c1 7cef1ad5294c194 VISTA-PLATFORM
1 2 Setup.exe 100 . Setup.exe 0 0Bytes  D1/10J07 10:15:164M  01/10/07 10:15:164M 4866d9e311abf46¢17cef1ad5294c194 VISTA-PLATFORM
| 3 Setup.exe 9 Setup.exe 0 2Bytes 01/10/07 12:15:15PM edaf08c76:7d315d29872add1cf26c0d YISTA-PLATFORM
14 svchost.exe 9 Setup.exe 0 IBytes  0110/07 11;15:154M  01/10/07 11:15:154M 7e75fFa%b254f12213e50ebc33d5d0696 YISTA-PLATFORM
1 5 Setup.exe 99 Setup.exe 0 2Bytes 01/10/07 12:15:15PM edaf(8c76c7d315d29872add 1 cf26¢9d VISTA-PLATFORM
1 & Setup.exe 86,34 Setup.exe  0.0001 10Bytes 01/10/07 09:15:15AM 699017e2028431757c06223582~HA553 o ISTA-PLATFORM

Y (2
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4. Imcident Response [ A=

HollAtnof cist 25/, =X, Xf%ﬁf EH%
- SIEM, ESM, IDS, IPS 52| A|A

SHX|BH 0|24t Z I (Alert) O[IES2 BZH0| Bi9Iot O3t BIO|Ef 7 BZurok
CHS 32T 40| RoIoIx|E

» EnCase Cybersecurity= 0|2{%l
JHsStE 2 $tLct
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+ ZD(Alert) O|HEO] ChE MASH OIS U XX [ 271 42 AT TS ]
= B0 OHMEQ et SHAZE =20

N
= Encase Cybersecurity= 0|2{2t [ SA|7t2 =& E= THE WHE S8 O S0| 7hsgL o

Incident Response Timeline without EnCase Cybersecurity Automated Response

DAY X DAY X+2 DAY X+4 DAY X+14
Alert
Received LYt ¥ ’ ? f ? ? cHFLEIELHE AR

ofimepuses Userdt EESIAE Trouble ticket Trouble tickel  Event Data 4S 23 E DataZ Ser o1 &N Ch -gmagEs

A2 MDD ME Y AY 2y S AW LK 2 2428 ssoz s gy SROOES0I0 72
; 240[Site A0IA 48 . <A 89 Mo 0 S
malfunction  piaced in queue ¢ dat on machine @ Full extent of breach unknown
event data

S d + 0% W= S =X[ [ = O|LH ]
econ SI "N . - .
ert s il p| - MBS IXE S8 52 HOH 23
S|EMO“ QIHEQE%Q —_ H O AL O L [ - —
3 Even gess © BNHCE G e 5 s EE ALESEY
inciaent TEA 2A = o _._
S, S TS CHsto] S4) 8 9 Z|
captured TEPUIS generaey . 7|%_| EO|_|' 7‘(5'&1 '([)’l Hl_l' A_I |:E|;|

With EnCase Cybersecurity Automated Response
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= AREX} PC B MH A|AH S AEZQIE (Endpoint)0f CHTH 7HAlS 2 &

= OE ?{F2o EXYA E& Windows 2 A0 eHdEl £F41

—_

=,
Encase Cybersecurity= CI&st 2 G N K| (OS)0]| CHst X| 0| 7hsEHL
= AREX} PC S MH A[AEO]| Ok Mot fle DEZQIEO Ciot 7tAld = =25 LT

—

I=l
B

Zero-day code

Covert Channel Activity

Internal Malfeasance

Rootkits

Products

Polymorphic Code BLLinjections

APT
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= X}E2 HlltiS 7|
= HP ArcSight, Splunk, IBM QRader, RSA enVision, FireEye 5 EX|&F M1 A5 T

4 Arc Slghi‘-@l-\
+ PERL FM ey o
ACE ’
5 B
5 Python Cybersecurity So =
security C# Web Services API EnCase EnCase
= T Cybersecurity Cybersecurity
O FireEye Java Processing Web Reports
& Analysis Browser
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PAGE 22

SIEM (ArchSight S)a} ¢ 5 313

ow Event Details

Correlation Options
Investigate
Debug Filter...
Active List
Annotate Events... Chrl+T
Mark as reviewed Ctrl+R
Select Events with Matching Cell
Invert Selection
Event Graph
Rule Chain Graph
Geographic Yiew
Integration Commands
Configure...

Export Results.
Add to Case

Print Selected Rows

Response 2 - EnCase Cyber (System Profile & analysis)

Response 3 - EnCase Cyber (Personally Identifiable Information)
Report Response 4 - EnCase Cyber {Internet Artifacts)
Close View Results for EYENT
Knowledge Base Categorize Event...
Reference Pages...

Help
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System Snapshot Running Processes

Machine: | Process: | TENT=CSNN S Results per page: [25 =]

Case gzl;gemlaw Process Name x:sc:ine Count By File Hidden Scan Time

Case 1 ~ i -54-
B = i TARGET2 System idle 1315 NULL 1 False Application  0/30/201110:54:23 PM
Job process (UTC)

[Analysis of Unified (Sn ~| [~ (SIS  TARGET2 ntoskmlexe 39916 1220faf071deaB653ee21de7dcdadbid 1 False Application %3T(g:/)2011 10:54:23:M
Module T
[Snapshot Analysis =]l | BEEUCINEN ~ TARGET2 ntoskrnl exe 39916 1220faf071deaB653ee21de7dcdasbid 1 False  Application g/ 20/201110:54:23 PM
SnapshotView [ Vview TARGET2 ntoskrnl exe 57195 1220faf071dea8653ee21de7dcdadbfd 1 False  Application ﬁﬁ%/)ZOﬂ 10:54:23:0M
|Processes =l

Machine i view | TARGET2 ntoskrnl exe 57195 1220faf071dea8653ee21de7dcdadbfd 1 False  Application ?L";((’:/)ZO” lod 2o N
[ALL =l v
Visibility | TARGET2 ntoskrnl exe 123 1220faf071dea8653ee21de7dcda8bfd 1 False Application ﬁ.ﬁ_(]c/)ZOﬁ 10:54:23 PM
[ALL B Vi TARGET2 ntoskmlexe 1900 1220faf071dea8653ee21de7dcdadbid 1 False Application ?6?[%/)2011 10042520
Process Type:

[ALL =] 7 ST TARGET2 smss exe 0957¢716f1a60333aee04de False  Application g 20201110:54:23 P

A Sl Z2MA 0| F

LERLE ZENA
off A| ZX
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PAGE 24

CtF$t Snapshot View B

napshot View

Processes =l
ARP

Routes

Users

Ports

iProcesses

Interfaces

Process Type:

[ALL ~

Applications |
Services
.J rivers ‘|
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Cyhsrsecurity y p g
Machine: | Process: | || Results per page: [25 =]

Case flarget i Process Name x:sc:i"e Count By File i Scan Time

Case 1 ~ i -54-
== = i y TARGET2 System idle 1315 NULL 1 False Application  0/30/201110:54:23 PM
Job process (UTC)
[Analysis of Unified (Sn_>| [ X TARGET2 Atoskrnl exa 39916 1220faf071dea8653ee21de7dcdasbid 1 False  Application ?lj?r‘g)z‘)” 10:54:25.°M
Module =
[Snapshot Analysis =]l | IS TARGET2 ntoskml exe 39916 1220faf071deaB653ee21de7dcdadbid 1 False Application aﬁ(g)zom 10542320
SnapshotView I view | TARGET2 ntoskrnl exe 57195 1220faf071dea8653ee21de7dcdadbfd 1 False Application Slﬁ‘OC/Zm 0254225, R
|Processes =l - — (Urc)
Machine [ view TARGET2 ntoskml exe 57195 1220faf071dea8653ee21de7dcdadbfd SEUI202 16105125 SM
[ALL | - e e =
Visibility r SERCTEEE &~ TARGET2 ntoskml exe 123 1220faf071dea8653ee21de7dcdagbfd A1} o}HOo| A 2™ Remediation =3l
[ALL El - TARGET2 ntoskml exe 1900 1220faf071dea8653ee21de7dcdadbfd
Process Type:
IALL =] [ view | TARGET2 smss exe bd7fb0957c716f1a60333ace04de2178

.
[ Create Remediation Job I
e
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6. Cybersecurity | & 27| INEEE

EnCase Cybersecurity— AO|H{ 5| Z
otd3iL 3l siE AoALL g2l

e 2 & (Threat Level) 24 & < Fo A = A& LIC

AN H

System Profiling ! 2
» Malware Entropy Near-Match 244
= ofMIAC gl Z2HA W BN
- MR ZA Y BHST

- A®| /24 HlojE 27 U &X|

Examiner

EnCase Enterprise




6. Cybersecurity H|& 271 [ Al= ] INSEC

_ Servlet
[ Secure Authentication For EnCase ] [ On Target Nodes ]

o Yttty === o
Concurrent Concurrent e —————
Connection \ /_ Connection > :% : :
Laptops ) Servers

Examiner

i

¢ Concurrent L User Authentication s
D o

Desktops ] SAFE

Cybersecurity Examiner EnCase Enterprise
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AE R AS(Examiner) ‘474, 215, 2 ATt

PKI 05, 29t 20022 X&
A AHExaminer)2} A S Sl(Serviet) 12| EX 2S5 X| 2
(128Bit AESZ 2S5 51=E H|O|E AEEl ALE)
EfZl(Target) A|AHIO| HE2T =
U ALEXE A & X

Laptops
ZALALC| AFHO| AX|E|0f
gaH EH%, ZSAl- TC‘SH Desktops
ZAR SAFE 915 & HSS Hoj e = j4 =S
=T ZAL AN, 2] 9 ZX(Remediation) 25 23

CIO[E| HOtZAL LR AL EEZAL 2 E

System Profiling & analysis module

AEZLO £AM7| | Entropy Set Analyzer |

AlAE 23 | @ E[ System Threat Level Module |
Ats3 AL 2 & | EnCase Cybersecurity connector |

Cyberseecurity Examiner

P Y

Concurrent

Connection ﬂ /_ Connection n— ¢

Examiner

W

Concurrent / & User Authentication =———p
E e
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security

|:|:l— kltH AlAE-IIO-" A—lx|
SEEY

LA T XSHOE A (Y 7
J|E AAd 9 AmEY oo S
[ Passive S/W Agent |

.|
=

0l

HA

S ZE@Port)2t I E A A(Process) 0| 5 S2 AMBEHE 0| S|
AN THs
X*Mﬂﬂxammel'ﬂf OIS MH(SAFE)E S5t QIJtE HHS

L R 77EX| Al A RO A H|Z2Hd 2t 2FEf
[ Chdot 2EHA K& 1
= Windows. AIX. OSX., Solaris
HPUX. LinuxS

oy =
=X
o i, ==

Servers

* Cybersecurity Examiner2}
ARE 7t 2o HE

Al HZ4(Concurrent Connection) == SA|0| EMT 5=
A= AEEO| £2k2 o|0| [ Y Licensel] 2} E2}Z |
EAADEHE =2|H / 22|18 AL0M 7| Moz B,
AN 2N, SR, 2K 4

olElE +T8D 2

EnCase Enterprise




